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Security 1s more Important for PM
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Intra-process Isolation for PM
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Intra-process Isolation for PM
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Contribution
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Intel Memory Protection Keys (MPK)

Memory

PKey 1

“puss s

Page 4

WRPKRU (PKey 1, RW)

Thread 1 PKRU Register

PKey 1 Permission (--) -

Thread 2 PKRU Register

PKey 1 Permission (--) -




Intel Memory Protection Keys (MPK)
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Intel Memory Protection Keys (MPK)
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Intel MPK Workflow
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Inefficiency of Software Virtualization
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Two Hardware Virtualization Design
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Two Hardware Virtualization Design
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MPK Virtualization
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MPK Virtualization
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MPK Virtualization
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MPK Virtualization
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MPK Virtualization
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MPK Virtualization
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MPK Virtualization
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MPK Virtualization
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Second Hardware Virtualization Design
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Inefficiency from TLB invalidations
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Inefficiency from TLB invalidations
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Inefficiency from TLB invalidations
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Domain Virtualization
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Domain Virtualization
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Evaluation Methodology

e Workloads:

« WHISPER benchmarks for 1 PMO
* Microbenchmarks with multiple PMOs

* Access pattern of multiple PMOs

* Randomly choose a PMO ID to access

* Architectural Overhead:
e Sniper Simulator (details in the paper)
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Performance

* Microbenchmarks for multiple PMOs
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Conclusion

* Proposed protecting PMO by using intra-process isolation
* Uncovered scalability limitations of software MPK virtualization for PMOs

* Designed the hardware MPK virtualization that builds on top of MPK, achieving
10X speedup for 1024 domains

* Designed the domain virtualization that achieves 50X speedup for 1024 domains
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